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ARTICLE INFO ABSTRACT 
Security operation centers receive continuous log streams from firewalls, 
endpoint agents, authentication systems, cloud services, and intrusion 
prevention systems. Low-frequency anomalies are difficult to detect because 
they may appear as weak signals hidden among repeated benign events and 
gradually changing operational patterns. This study proposes a cluster memory 
regulation method for detecting low-frequency anomalies in streaming security 
logs. The method uses online clustering to summarize normal log-event 
behavior and introduces a memory-retention coefficient to preserve sensitivity 
to rare deviations. A log-template embedding module converts heterogeneous 
event messages into structured vectors, while a time-aware deviation score 
measures changes in event frequency, source identity, destination service, and 
action sequence. Experiments are conducted on an enterprise security-log 
stream containing 8.4 billion log entries collected from 18,200 endpoints, 
1,140 servers, 76 firewall zones, and 320 cloud service accounts over 60 days. 
After template parsing, 4.9 million unique event sequences are mapped into 
streaming feature vectors. The dataset includes 3,760 annotated anomaly 
episodes, including abnormal login bursts, rare privilege-use sequences, 
suspicious outbound access, policy-denied activity surges, and endpoint 
process anomalies. The proposed method reduces median detection delay from 
21.4 minutes to 6.8 minutes compared with a sliding-window isolation forest. 
False alarms are controlled at 5.2 investigation cases per 10 million log events. 
The system processes 156,000 parsed log events per second and maintains 
12,600 active cluster states with 1.9 GB memory usage. Memory regulation 
prevents 1,430 rare anomaly patterns from being prematurely merged into 
normal clusters during long-running monitoring. The results demonstrate that 
cluster memory regulation can enhance streaming log anomaly detection under 
sparse and evolving threat conditions. 
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1. Introduction 

Security operation centers (SOCs) continuously collect and analyze large volumes of logs 
generated by firewalls, endpoint devices, authentication systems, cloud platforms, intrusion 
prevention systems, network gateways, and business applications. These logs provide essential 
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evidence for identifying malicious activity, policy violations, compromised accounts, and abnormal 
communication behavior (Qi & Qiao, 2026; Jordan & Chen, 2025). However, enterprise security 
logs are highly heterogeneous and non-stationary. Their distributions may change because of 
software updates, user-role changes, network reconfiguration, cloud-resource migration, new 
access policies, and variations in daily workloads. As a result, a log pattern that is unusual in one 
operational context may be normal in another, making static detection rules difficult to maintain 
over long monitoring periods. Low-frequency security anomalies are particularly difficult to 
identify because they usually appear as weak and isolated deviations within a large number of 
repetitive normal events (Khotimah & Maharjan, 2025; Büyükbıçakcı, 2025). Rare privilege 
escalation, abnormal administrative access, unusual outbound connections, infrequent lateral 
movement, and atypical resource requests may occur only a few times before a serious incident 
develops (Su & Dong, 2026). Recent multivariate time-series research has shown that causal 
inference can model dependencies among variables, distinguish initiating abnormal factors from 
propagated effects, and improve fine-grained anomaly localization (Chen et al., 2025). This 
perspective is relevant to security-log monitoring because a single suspicious action may trigger 
multiple downstream events across authentication, endpoint, network, and cloud systems. 
Nevertheless, causal relationships estimated from historical data may become unreliable when 
system configurations and user behavior change. Rare threat signals may also be obscured by 
legitimate maintenance activity, automated scripts, service-account operations, and temporary 
workload fluctuations (Iyer, 2025; Yin et al., 2026). 

Traditional security-monitoring methods commonly rely on sliding windows, fixed thresholds, 
rule matching, statistical isolation, or manually defined indicators. These methods are relatively 
easy to implement and interpret, but their effectiveness depends heavily on stable event 
distributions and carefully selected parameters (Zhang, 2026; Skliarov et al., 2025). A short sliding 
window may miss slowly developing attack behavior, whereas a long window may introduce 
excessive historical noise and delay detection (Zhang et al., 2026; Hong et al., 2026). Isolation-
based methods can identify globally unusual observations, but they may perform poorly when 
malicious events are only slightly different from normal activity or when legitimate events are 
naturally sparse. Fixed thresholds may also generate large numbers of false alarms when normal 
access frequency, traffic volume, or user behavior changes. Recent studies have investigated online 
clustering, temporal embeddings, adaptive thresholding, sequence modeling, and autoencoder-
based detection for streaming security logs (Li et al., 2026; Subhan et al., 2026). Micro-cluster and 
density-based approaches can summarize frequently occurring log patterns and update the 
monitoring model as new events arrive (Qi & Qiao, 2026; Su & Zhang, n.d.). Temporal 
representation methods can capture sequential relationships among authentication attempts, process 
activities, network connections, and access-control decisions. Autoencoders and other deep models 
can further learn nonlinear dependencies that are difficult to represent using manually designed 
rules (Rezaei et al., 2025; Du et al., 2026). However, many deep models require extensive offline 
training, substantial computing resources, and sufficiently representative historical data. Their 
performance may deteriorate when previously unseen applications, users, devices, or attack 
behaviors appear in the stream. Online clustering methods are more suitable for continuous 
processing because they incrementally update compact summaries without repeatedly retraining 
the entire model (Zhang et al., 2026; Bidaki et al., 2025). However, rapid updating can create a 
pattern-absorption problem. When a rare deviation occurs repeatedly over an extended period, the 
clustering model may gradually incorporate it into a normal micro-cluster. This process reduces the 
distance between abnormal and normal patterns and weakens sensitivity to persistent low-
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frequency threats (Du et al., 2026; Xiong et al., 2026). Conversely, restricting model updates too 
strongly may prevent the detector from adapting to legitimate operational changes and increase 
false alarms. Effective long-term monitoring therefore requires a balance between adaptation to 
evolving normal behavior and retention of weak anomaly evidence (Slim et al., 2026; Veesam et 
al., 2025). Existing studies also frequently evaluate models using precision, recall, F1-score, or 
area-under-curve measures, while giving limited attention to detection delay, false alerts per 
monitored asset, event-processing throughput, cluster stability, and memory consumption. These 
operational indicators are critical for practical SOC deployment because even a statistically 
accurate model may be unsuitable if it generates excessive alerts or cannot process enterprise-scale 
streams in real time. 

This study proposes a cluster memory regulation method for detecting low-frequency 
anomalies in continuous security-log streams. The proposed method introduces a memory-retention 
coefficient that controls the updating of cluster representations and prevents rare deviation patterns 
from being prematurely absorbed into normal clusters. Heterogeneous log messages are 
transformed into structured stream vectors through log-template embeddings, while event attributes 
related to frequency, source, destination, user identity, action type, and action sequence are 
incorporated into a time-aware deviation score. The method is evaluated on an enterprise-scale 
stream containing approximately 8.4 billion log entries, with experiments designed to examine 
detection delay, false-alarm frequency, cluster stability, processing throughput, and memory cost. 
The study aims to preserve low-frequency threat evidence while maintaining sufficient adaptation 
to legitimate changes in enterprise systems. By addressing the conflict between rapid cluster 
updating and long-term anomaly retention, the proposed method provides a scalable monitoring 
approach for identifying rare privilege misuse, abnormal outbound access, lateral movement, and 
other weak security signals. The findings are expected to improve early threat detection, reduce 
unnecessary analyst workload, support more reliable incident prioritization, and strengthen the 
long-term operational effectiveness of SOC monitoring systems. 

2. Materials and Methods 

2.1 Samples and Study Area 

This study used streaming security logs from a large enterprise network. The dataset included 
8.4 billion log entries from 18,200 endpoints, 1,140 servers, 76 firewall zones, and 320 cloud 
service accounts over 60 days. After log-template parsing, 4.9 million unique event sequences were 
converted into structured feature vectors. The dataset included normal operations, gradual changes 
in log patterns, repeated benign events, and 3,760 labeled low-frequency anomaly episodes, such 
as abnormal login bursts, rare privilege-use sequences, suspicious outbound access, policy-denied 
activity surges, and endpoint process anomalies. Data were collected continuously at sub-minute 
resolution and verified against system monitoring and security incident records. 

2.2 Experimental Design and Control Experiments 

The experimental group used the proposed cluster memory regulation method. This method 
keeps compact micro-clusters for normal log patterns and applies a memory-retention coefficient 
to prevent rare anomalies from being absorbed too quickly. Log-template embeddings convert 
heterogeneous log messages into structured vectors, and time-aware deviation scores detect unusual 
behavior. Control experiments included a sliding-window isolation forest, standard DenStream, and 
incremental k-means. All methods processed the same chronological log stream and were evaluated 
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using identical anomaly labels. This design tests whether memory regulation and temporal 
embeddings improve detection of low-frequency anomalies while maintaining stable behavior 
during normal operational drift. 

2.3 Measurement Methods and Quality Control 
Logs were collected automatically from endpoints, servers, firewall devices, and cloud 

services. Each entry included a timestamp, event type, source and destination identifiers, action 
type, and device status. Records with missing timestamps, duplicate entries, or invalid IDs were 
removed. Short gaps were filled using linear interpolation, and longer gaps were excluded. To 
ensure data quality, 5% of logs were randomly sampled and cross-checked with system monitoring 
data. The mismatch rate was below 1.5%. All feature vectors were normalized by log type to reduce 
scale differences and ensure consistent clustering across devices and events. 

2.4 Data Processing and Model Formulation 

Log streams were processed in time order using fixed-size online windows. Let xti denote the 

feature vector of event sequence i at time t, and Cj(t) the j-th micro-cluster. The distance between 

a new observation and its nearest cluster is: 

dt
i=min

j
‖ xti -μj(t)‖2, 

where μj(t) is the center of cluster Cj(t). To avoid absorbing repeated rare deviations too 

quickly, the cluster update weight is controlled by a memory-retention term: 

αt=α0 exp ( -λrt), 
where α0 is the initial update rate, λ is the decay coefficient, and rt is the recent repetition 

count of suspicious deviations. The cluster center is updated as μj(t+1)=(1-αt)μj(t)+αtxti . 

Observations exceeding the temporal deviation threshold and not assignable to any normal micro-
cluster are flagged as anomalies. 

2.5 Statistical Analysis and Evaluation Metrics 

Performance was evaluated using median detection delay, false alarms per 10 million log 
events, Matthews correlation coefficient, processing speed, memory use, and normal-cluster 
displacement. Detection delay is the time between the start of an annotated anomaly and the first 
alarm. False alarms were calculated during normal operations and normalized by total event count. 
The Matthews correlation coefficient measures performance under imbalanced anomaly rates. 
Cluster displacement quantifies the average shift of normal-cluster centers during gradual drift. 
Processing speed and memory use were recorded to assess feasibility for online deployment. 
Differences between the proposed method and baseline methods were tested using paired tests with . 

3. Results and Discussion 

3.1 Detection Performance for Low-Frequency Security Anomalies 

The proposed cluster memory regulation method outperformed sliding-window isolation 
forest, standard DenStream, and incremental k-means models. Median detection delay decreased 
from 21.4 min to 6.8 min, indicating that rare abnormal events were detected earlier in streaming 
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security logs. The improvement comes from retaining memory for rare deviations rather than 
merging them into normal clusters too quickly (Zhang et al., 2026; Xiong & Zeng, 2026). In contrast, 
sliding-window methods rely on recent observations, which can cause rare anomalies to be treated 
as noise. As shown in Fig. 1, streaming log detection benefits from combining online clustering 
with memory regulation to maintain sensitivity to low-frequency events (Zhang et al., 2025; Kahoul 
et al., 2025). 

 

Fig. 1. Workflow of the proposed cluster memory regulation method for streaming security log detection. 

3.2 False Alarm Control and Memory Retention 

False alarms were reduced to 5.2 cases per 10 million log events, which is practical for security 
operation centers because high alert rates increase analyst workload. Memory retention prevented 
1,430 rare anomaly patterns from being absorbed into normal clusters during long monitoring 
periods. Low-frequency events, such as rare privilege-use sequences or unusual outbound access, 
often reappear sparsely; standard clustering may gradually treat these as normal. By slowing cluster 
updates for repeated deviations, the proposed method preserves anomaly visibility while adapting 
to normal changes (Hong et al., 2026; Li et al., 2026). 

3.3 Detection of Different Log Anomaly Types 

The method effectively detected abnormal login bursts, rare privilege-use sequences, 
suspicious outbound access, policy-denied activity surges, and endpoint process anomalies. These 
events vary in duration and signal strength. Login bursts and denied-activity surges appear as short 
frequency changes, while privilege-use sequences and outbound anomalies involve source identity, 
destination, and action sequence. Log-template embeddings converted heterogeneous messages 
into structured vectors, enabling stable clustering (Alzahrani, 2026; Yin et al., 2026). Compared 
with methods relying on event counts or fixed thresholds, the time-aware deviation score captures 
changes in frequency, source, destination, and action order simultaneously. Fig. 2 shows that 
controlling false positives is critical in practical firewall-log anomaly detection. 
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Fig. 2. False-positive comparison of different anomaly detection methods for security logs. 

3.4 Comparison with Existing Studies and Practical Value 

Compared with prior streaming log studies, this study used a large-scale, operational dataset 
including 8.4 billion log entries from 18,200 endpoints, 1,140 servers, 76 firewall zones, and 320 
cloud accounts over 60 days. After parsing, 4.9 million unique event sequences were converted into 
streaming feature vectors. The online module processed 156,000 events per second and maintained 
12,600 active cluster states using 1.9 GB of memory. These results show that the method can 
support large-scale security monitoring, reducing detection delay, limiting false alarms, and 
preserving sensitivity to rare anomalies. The study depends on labeled historical events, and future 
work should extend the method to longer periods, more attack types, cloud-native logs, and analyst 
feedback. 

4. Conclusion 

This study introduced a cluster memory regulation method for detecting low-frequency 
anomalies in streaming security logs. The method uses online clustering to summarize normal log 
patterns and applies a memory-retention coefficient to prevent rare deviations from being quickly 
merged into normal clusters. Log-template embeddings and a time-aware deviation score capture 
changes in event frequency, source, destination, and action sequence. Compared with sliding-
window isolation forest and other baseline methods, the proposed method achieved shorter 
detection delay, fewer false alarms, stable memory usage, and improved detection of rare anomaly 
episodes. These results demonstrate that memory-controlled clustering can enhance long-term 
security monitoring, helping security operation centers detect threats early, prioritize investigations, 
and manage log data efficiently. Limitations include reliance on labeled anomaly episodes from 
historical records. Future work should extend the method to longer monitoring periods, additional 
attack types, cloud-native logs, and incorporate analyst feedback. 
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